Data governance and use policy

Ownership

e Data ownership, including for documents attached and photos, remains with the submitting
institution or Member State.

e  WildEpi is a data custodian and does not claim ownership.

e Photos and documents attached remain under the ownership of the data provider, and permission
should be sought from the data provider if a reproduction or use is necessary

e Data use beyond the platform requires prior consent from the data owner.

e Reports remain editable by submitting institutions but cannot be deleted.

Confidentiality & Access

e The System operates as a closed community of users.

e Access is limited to verified contributors registered in a security group on WOAH Azur system.

e Sensitive information (e.g., precise geolocation of endangered species) may be spatially
generalised.

e Personal data processing complies with GDPR.

e  WOAH or other members of the community of users do not have access to draft reports before
publication

Data Standards & Quality Expectations

Information from non-validated diagnosis procedure is accepted. User shall provide any known extra
information and performance results on the diagnosis test in the dedicated box to allow
contextualisation of the diagnosis. User are encouraged to share negative results when applicable.

When submitting a report, several automatic checks (coordinates, date logics, population size and test
numbers) are performed to ensure data integrity and reduce human mistakes. WOAH will ensure regular
checks for outliers and occasional data checks to ensure data robustness. WOAH might contact data
providers to check the veracity of outliers. However, WOAH is not responsible for the quality of data
shared, which remains under the responsibility of information providers.

Data Use restriction

Data can be extracted from WildEpi in .csv format for further analysis.

Data can be reused only in an aggregated manner with global or regional analysis, but not highlight
national datasets. Users need to inform WOAH when using the data for any publication and get approval
from the initial data providers before publication. Users cannot publish raw data from other users
publicly without their written consent. Users need to mention their data source “WOAH WildEpi data
extracted on Day/Month/Year”.
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Data protection

WildEpi is secured by two levels SSO identification and is maintained to the highest level of safety by a
dedicated IT service provider. WildEpi is hosted on EU-based servers. All data stored in Azure is
encrypted at rest. Our endpoints are protected through Cloudflare, which acts as a secure proxy. For
administrative operations, database access is tightly restricted and requires both VPN access and
FortiGate firewall controls.

If a suspected or confirmed data leak occurs within WILDEPI, any user or administrator must
immediately notify the Secretariat (see below), which will acknowledge receipt within 24 hours and
initiate a formal incident response. A preliminary assessment will be conducted within 48 hours to
determine the scope, severity, and categories of data affected, including whether personal or
epidemiological information is involved. Where a reportable breach is confirmed, affected users and, if
required, relevant supervisory authorities will be notified without undue delay and no later than 72
hours after confirmation. The incident will be escalated internally according to its severity, potentially
reaching senior leadership and the Steering Committee. Immediate containment measures (e.g., access
restriction, credential reset, system patching) will be implemented, followed by a documented root-
cause analysis, a full incident report within 14 days, and corrective actions to prevent recurrence.

Data Lifecycle & Retention

Retention policies of personal information comply with GDPR
e Retention periods for inactive accounts will be 6 months, after which all account information will
be definitively deleted from the Azur security group
e Users can request that their account be deleted

Data Ethical Standards

The Data Ethics Canvas from the Open Data institute was used to develop WildEpi. It takes into account
data ethics with an all-hazard and all-stakeholder approach.
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https://theodi.org/insights/tools/the-data-ethics-canvas-2021/

